NudopmanmnonHas namMsaTKa 1Js 00y4aromuXCcs

C KaxIOpIM TOJOM MOJIOACKH B HHTEPHETE CTAHOBUTHCS
Oosblie, a UIKOJBHUKH OJHU M3 CaMbIX aKTUBHBIX MOJb30BaTEleH
Pynera. Mexay TemM, OMHUMO OIPOMHOIO  KOJHYECTBa
BO3MOKHOCTEH, MHTEPHET HECET U MPOoOIeMbl. JTa MaMATKa JOJDKHA
oMoub TeOe 0e30IacHO HaXOAUTHCS B CETH.

Komnsromepuuie supycot

KomnerorepHslit BUpPYC — 3TO Pa3HOBUAHOCTh
KOMIIBIOTEPHBIX [POrpamMM, OTIMYUTEIHHONH OCOOCHHOCTBIO KOTOPOW SIBISIETCS CIIOCOOHOCTH K
pa3MHOXXEHHUI0. B fomonHeHne Kk 3ToMy, BUPYChl MOTYT MOBPEAUTH WU MOJHOCTBIO YHUUYTOXKHUTH BCE
Gbaiinel 1 1aHHBIE, TOJKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHH KOTOPOTO Oblia 3aIyIieHa 3apakEHHas
porpaMMa, a Takke MOBPEIUTh WU JaKe YHUUTOXXHUTH ONEPAIlHOHHYIO CUCTEMY CO BceMu (paiimamu B
1enoM. B 00bIIMHCTBE CllydaeB pacpOCTPaHSIIOTCS BUPYChI UEPE3 UHTEPHET.

MeTo/1b1 3a1IUThI OT BPEJJOHOCHBIX IPOTPaMM:

1. Hcnonb3yii COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD 3aIIUTHI
OT BPEJOHOCHBIX IIPOTPaMM;

2. TloctosHHO ycraHaBnuBaid mayTH (UUQPPOBBIE 3aIUIATKH, KOTOPbhIE AaBTOMATHYECKH
YCTQHABJIMBAIOTCS C LEJIBI0 JOpPaOTKM TMpOrpaMMbl) W JApyrue OOHOBIIEHUS CBOEH
orepanuoHHoi cuctembl. CkaunBail UX TOJBKO C oHIMaIbHOrO caifta pazpadotunka OC.
Ecnu cyiecTByeTr pekxuM aBTOMATUYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paborail Ha cBoeM KOMIIBIOTEpE O]l TpaBaMH MOJIb30BATENs, @ HE aIMUHHUCTpATOpa. JTO HE
MO3BOJIUT  OOJBIIMHCTBY  BPEJOHOCHBIX IPOTrpaMM MHCTAUIUPOBAThCS HAa  TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBHpPYCHbIE NpPOrpaMMHBIE MPOAYKThl HM3BECTHBIX IPOU3BOJUTENEH, C

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb pU3NYECKUI T0CTYN K KOMIBIOTEPY AJISi HOCTOPOHHUX JIMIL;

6. Vcnonp3yli BHemHME HOcUTeNW WHGpOpMalMH, Takue Kak (iemka, qUcK wiu ¢ain u3
MHTEPHETA, TOJIBKO U3 NMPO(PEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (ailiibl, MOTy4YEeHHbIE U3 HEHAAEKHBIX UCTOYHUKOB. [lake Te
¢aiinbl, KOTOpble MpUcIal TBOM 3HAKOMBIN. Jlydllle yTOUHM y HEro, OTHPAaBIISUI JU OH Tebe
uX.

o

Cemu WI-FI

Wi-Fi - a0 He BUI mepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHn, Mapka. Emre B 1991
roJy HUJepJIaHJCcKas KoMIaHus 3apeructpuponana opens « WECA», uro 0603Hayano cioBocoyeTaHue
«Wireless Fidelity», KoTopblil mepeBoAUTCS KaK «OecTIpOBOAHAS TOYHOCTDY.

Jlo Hamiero BpeMeHU JoIIa Apyras abOpeBuaTypa, KOTopas sSBISETCS TaKOH K€ TEeXHOIIOTHUEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHme OBIJIO TaHO C HAMEKOM Ha CTaHIApT BBICIINN 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HaYaeT «BBICOKASI TOYHOCTHY.

Ja, OecniaTHbIi HHTEpHET-IOCTYN B Kade, OTeNsIX W a’pornoprax sBISETCS OTIMYHOU
BO3MOXXHOCTBIO BbIX0J1a B MHTEpHET. Ho MHOTHE 3KCHepThl cuuTaroT, 4to obmenoctynusie Wi-Fi cetn

HE SIBJISIOTCS 0€30MacHBIMU.

CoBetsl 110 Oe30macHOCTH padoTe B 001Iea0cTymHbIX ceTsix Wi-fi:
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1. He mepenaBaii cBoro TuuHyr0 wHpOpMaImio yepes odmenoctymusie Wi-Fi cetn. Paboras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHUe-TO HOMEpa;

2. Ucnonb3yit u OOHOBJSI aHTUBUPYCHBIE MporpamMmbl M OpaHamayep. Tem cambiM Tbl
oOe3omacuiib ceds 0T 3aKaYKH BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢yHknuo «OO0mui goctyn K ¢aiiaMm 1 mpuHTEpam.
JannHast QyHKIHS 3aKphITa IO YMOJTYaHHUIO, OJHAKO HEKOTOPHIC MOJIb30BATEIH AKTUBUPYIOT
e€ g yao0cTBa UCIIOIB30BaHKS B paboTe min y4eoe;

4. He ucnons3yit myomuunsiii WI-FI 11 nepenaun TUYHBIX JaHHBIX, HAPUMEpP JUIA BBIXOZA B
COLIMAJIbHBIE CETH WM B 3JIEKTPOHHYIO MOUTY;

5. Hnonp3yit Tonbko 3ammiienHoe coenunenue yepes HTTPS, a ue HTTP, t.e. mpu Habope
BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun ¢pyHkiuio «Iloakmouenne k Wi-Fi aBTomatudecku». He
JIOTTyCKall aBTOMAaTUYECKOTO MOAKII0YeHUs yCTpoiicTBa k cetam Wi-Fi 0e3 TBoero cornacusi.

Couuaﬂbnbte cemu

ConuanbHble CETH aKTMBHO BXOST B HAIly XH3Hb, MHOTHE JIIOIU pabOTAIOT U KHUBYT TaM
OCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MuiuMap] 4ejlOBEK, UYTO SIBJISETCS OJHOM CelbMOI
BCEX JKHUTENEH TIaHeTsl. MHOTHE MOJIb30BaTeNId HE IOHUMAIOT, YTO H(OpMaLKs, pa3MelleHHass MU B
COLMATIBHBIX CETSIX, MOKET OBITh HaliJIcHa M UCIOIh30BaHA KEM YTOJAHO, B TOM YHCJIE HE 005A3aTeIbHO C
OaruMu HaMEpPEeHUSIMH.

OcHOBHBIE COBETHI 110 6€30MAaCHOCTH B COITMAIBHBIX CETSIX:

1. OrpaHuyb CHHUCOK Jpy3ei. Y TeOs B APY3biX HE JOJDKHO OBITh CIIy9allHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3ammmai CBOIO YaCTHYIO XKW3Hb. He yka3wiBail mapoiu, TeiaeqoHBI, agpeca, 1aTy TBOETO
POXKICHUS U IPYTYIO JUUHYI0 HHPOPMAIHIO. 3II0YMBIIIIEHHUKHA MOTYT HCIIONIbh30BaTh JIaXkKe
nH(OpMAIHIO O TOM, KaK Thl M TBOM POJAMUTEINHN TUIAHUPYETE TPOBECTH KAHUKYJIBI;

3. 3ammimai CBOIO pemyTaluio - JEepKU €€ B YUCTOTe U 3a/aBail cebe BOMPOC: XOTeNd ObI ThI,
4yTOOBI JIPYTHE MOJIH30BATENN BUJIETH, UTO ThI 3arpyxaemb? [logymaii, npexae ueM 4To-To
OITy0JINKOBATh, HATIMCATh U 3aIPY3UTh;

4. Ecnu THI TOBOPHIIH C JIFOJIBMH, KOTOPHIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS U
JIPYTYIO TUYHYI0 HHPOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U MpoUee;

5. Uzberait pasmemenust ¢ororpaduii B MHTepHETE, T THI M300pa)K€H HAa MECTHOCTH, IO
KOTOPOW MOKHO OIPENEIUTh TBOE MECTOMOI0KEHHE;

6. Ilpu perucrpanmuu B COUMATHHOW CETH HEOOXOIUMO WCIOJIH30BaTh CIIOKHBIC MAPOJIH,
cocrosiue u3 OyKB U MUQp U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jlnsa conuanbHOM CETH, TIOUYTHI M IPYTUX CAUTOB HEOOXOAMMO HCIIOJIB30BaTh Pa3HbIE MapOIIH.
Torma ecnu T€0s1 B3TOMAIOT, TO 3JI0YMBIIIEHHUKY TOTyYaT AOCTYII TOJIBKO K OJTHOMY MECTY,
a He BO BCE Cpasy.

Inekmponnvle oenveu

ONEeKTPOHHbIE JI€HBI'M — 3TO OYeHb YJOOHBIA CHOCO0 IJIaTeXeW, OJIHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU AECHBIH.

SHCKTpOHHLIC JCHbI'M IIOABHUJIIMCH COBCEM HCIAaBHO WM HMMCHHO H3-3a OTOrO BO MHOTI'HUX
rocygapcCrBax 10 CHUX IIOp HE HNPOIHMCAHO MMPO HUX B 3aKOHAX.

B Poccun ke oHu (QyHKIMOHHPYIOT M O HUX YK€ IMPOIMUCAHO B 3aKOHE, T X pa3eisaioT Ha
HECKOJIBKO BHJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, UTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
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paspemiaercsi MPOBOAUTH oOmepanuu 0e3 HISHTHU(PHUKAIUU I[0JIb30BaTelsl, a B HEAHOHUMHBIX
UICHTH(UKAIIUY TTOTH30BATEIS SBISETCS 0053aTEIHHOM.

Taroke cienyer pa3iuyaTh JEKTPOHHBIE (PMATHBIE IEHBIU (PaBHBI FOCYIaPCTBEHHBIM BAIIOTAM)
U DJIEKTPOHHBIC He(PUATHBIE IEHbI'H (HE paBHBI TOCYJApPCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1.

4.

[TpuBskM K cueTy MOOWJBHBIN TenedoH. DTO camblii ynoOHBIM M OBICTPBI C€IOCOO
BOCCTAaHOBUTH JIOCTYN K cueTy. [IpuBsi3aHHBINA TeneOoH MOMOXKET, eciy 3a0yAellb CBOM
IJIATEKHBIN IMApOJIb WM 3aiEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

Hcnonp3yii ogHOpazoBeie mapoin. [locine nepexoia Ha YCHICHHYIO aBTOPH3AIHIO TeOe yxKe
He OyJIeT yrpoXkaTh OMAaCHOCTh KPAXKH WJIH MepexBaTa MIaTeKHOTO MapoJis;

Bribepu cnoxubiii napoins. [IpecTynmHukam OyAeT HE MPOCTO yrajath CIOXKHBIA 1apoJib.
Hanexnple mapoian — 3TO maposin, KOTOpbIe coepkKaT He MeHee § 3HAKOB M BKIIIOYAIOT B
ce0si CTpOYHBIE M TPOMHCHBIC OYKBBI, MU(GPHI U HECKOJIBKO CHUMBOJIOB, TaKME KaK 3HAK
nosuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

He BBOIM CBOM JIMUHBIC IaHHBIC HA CaiTaX, KOTOPBIM HE JIOBEPSCIIIb.

3ﬂel<mp0mum nouma

ONEKTPOHHAs IOYTa — 3TO TEXHOJOTUS U NPEAOCTaBISIEMBIE €0 YCIYyTH IO IEPECBUIKE U
MOJIYYCHHIO SJICKTPOHHBIX COOOIICHHI, KOTOPBIE PACHpPEACNSIOTCS B KOMIbIOTepHOU ceTH. OOBIYHO
3JIEKTPOHHBIN IMOYTOBBIM SIIMK BBINIAJUT CIEAYIOIIMM 00pa3oM: UM IOJb30BaTEI(@UMsS_JOMEHA.
Taxoke Kpome nepegadn IpocToro TEKCTa, MMEETCs BO3SMOKHOCTD MepeaaBarh (haibl.

OCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AIMEKTPOHHOM MOYTOM:

1.

Hano BbIOpaTh NpaBWIIBHBIA TOYTOBBIA cepBUC. B HHTEepHETE €cTh OrpOMHBIN BBIOOD
OecrIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIyUlIe 0BEPSTh TEM, KOI'O 3HA€lllb U KTO MEPBbII
B PEUTHUHTE;

He yxaspBaili B nuuyHOM mnoure nuuHyro uHpopMmanuio. Hanmpumep, nyumie BbIOpath
«My3bIKaNbHBINA _(panaT@» unn «pok2013» Bmecto «remal3»;

Hcnonp3yit IByXATAMHYI0 aBTOPU3AIMIO0. ITO KOT/Ia IIOMUMO IMMapoJisi HYy>)KHO BBOJMUTH KO,
npucbUIaeMblil mo SMS;

Bri0epu cnoxxubIl aposk. st KakI0TO MOYTOBOTO SAIIWKA JIOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

Ecnu ectp BO3MOKHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HCIIONB3YyH 3Ty
BO3MOYKHOCTB;

Hcronb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. IIepBhIi [UIsl 4aCTHOM NEPENUCKH C agpecaTamy,
KOTOPBIM ThI JOBEPSIEIIb. DTO IEKTPOHHBIN apec HE HAJ0 UCIIOJIb30BATh IIPU PETUCTPALIUU
Ha ¢popymax U caiTax;

He oTkpbiBail (aiinbl u Apyrue BIOXKEHHS B MHUChbMax JaXe €CIM OHU MPHUIUIM OT TBOUX
npy3eit. Jlydine yTouHd y HUX, OTIPABIISUIN JIU OHU Te0e 3T (aiiiibl;

[Tocne oxoHuaHust pabOTHl HA TIOYTOBOM CEPBHCE IEpe] 3aKPBITUEM BKJIAJKU C CaliTOM He
3a0y/1b HaXaTh Ha «BeIATHY.

Kubepoynnune unu supmyanvrnoe uzoeeamebcmeo

KubepOynnuHar — mpecienoBaHne COOOIIEHUSMH, COJEPKAIIMMH OCKOPOJICHHS, arpecCHro,
3allyTMBaHKe; XYyJIWTAaHCTBO; COIHMAIbHOE OOMKOTHPOBAaHHE C TMOMOIIBI0 PA3THYHBIX HWHTEPHET-

CEPBHCOB.

OcHOBHBIE COBETHI 110 OOPKOE ¢ KHOEPOYITUHTOM:
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He Opocatics B 60ii. Jlyummii crioco0: MOCOBETOBATHCS Kak ce0sl BECTH U, €CJIM HET TOro, K
KOMY MOXHO OOpaTHThCS, TO BHayaje YCIOKOWThCSA. Ecium Thl HayHeNIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHSI, TO TOJIBKO el1le 0O0JIbIIe pa30XoKellb KOH(IUKT;
VYnpasistii cBoeii kubeppernyTanuei;

AHOHUMHOCTB B ceTd MHUMas. CyIIECTBYIOT CLIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

He ctout BecTu Xynuranckuii o0pa3 BUPTyalbHOU ku3HHU. IHTEpHET (PUKCHUpPYET BCe TBOU
JNEHCTBUS M COXpaHSET UX. Y TATUTh UX OyJeT KpaitHe 3aTpyIHUTEIBHO;

Co0mroaii CBOI BUPTYIIbHYIO YECTh CMOJIOAY;

WUrnopupyit enuHuuHblii HeraTwB. OIHOPa30BbIE OCKOPOUTENBHBIE COOOIICHHUS JIydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTaIuM;

Ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIME, B COITUAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILIEHUH C OMPEICTICHHBIX apecOB;

Ecnu Te1 cBuneTens kubOepOymuHra. TBou EeHCTBUS: BBICTYIUTh MPOTUB MpECIIE0BaTEN,
M0Ka3aTh €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOAJIEPKATh KEPTBY, KOTOPOI
HY)KHa TICXOJIOTHYECKasi IIOMOIIb, COOOMIUTH B3POCIBIM O (haKTe arpECCHBHOTO MOBEICHHUS
B CETHU.

Moobunvuvtit meneghon

CoBpemenHble cMapTHOHBI U TUIAHILIETHI COAEPKAT B cede BIOJHE B3pPOCIHbIM (pyHKIHMOHAN, U
Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMHU KOoMIbloTepamMu. OJITHAKO, CPEJCTB 3alIUTHI JJIs
MOJIOOHBIX YCTPONCTB MOKa OYeHb Masio. TecTHpOBaHUE U MOUCK YSI3BUMOCTEH B HMX MPOUCXOIHUT HE
TaK MHTEHCUBHO, Kak s [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUIIOKCHHIA.

CoBpeMeHHBIE MOOMIIbHBIEC Opay3ephl yKe MPAaKTUYECKU JTOTHAIM HACTOJIBHBIE aHAJIOTH, O/JTHAKO
pacupenye (yHKIMOHaIa BIeYeT 3a c000i OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He BCe TMPOMU3BOJIUTENM BBHIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTUYECKUE
YA3BUMOCTH ISl CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOMIIBLHOTO TeneoHa:

1.

2.

o w

~

Huyero He sBisercs mo-HacrosiieMy OecriaTHBIM. byab OCTOpokeH, BeAb Korja Tebe
npeiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TUIATHBIC YCIIYTH;
Hywmaii, mpexxae ueM oTnpaButh SMS, ¢orto miu Bunaeo. Thl TOYHO 3HACIIB, T/Ie OHU OYAYT B
KOHEYHOM HTOre?

Heo0xoaumo 0OHOBIATH ONEPAIMOHHYIO CHCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TTPOTPAMMBI 711 MOOMIIBHBIX Telle(POHOB;

He 3arpyxail npunoxeHuss OT HEM3BECTHOI'O HCTOYHHUKA, BEJlb OHU MOTYT COJEpXkKaTh
BPEJOHOCHOE TIPOTPAMMHOE 00ECTICUCHHE;

[Tocme Toro kak ThI BBHIMACHIL C caiiTa, T/ie BBOAWI JIMYHYH HH(pOpManuio, 3aiau B
HACTPOUKH Opay3epa u ynainu cookies;

[lepnonnuecku npoBepsiii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIIbBHOTO TeledoHa TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACUIbL U KOMY
JIOBEPSIEIIIb;

Bluetooth momken ObITH BBIKITIOUEH, KOT/Ia ThI UM HE ToJib3yembcs. He 3a0biBail mHOTIA
MPOBEPSITH 3TO.

Online uzpui

CoBpeMeHHbBIE OHJIAWH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PAa3BICUCHUS, 0O IUHSIONIIEC
COTHH ThICAY YEJIOBEK MO BceMy MUpY. MIrpoku ucciaenyoT JaHHBIH UM MUp, OOIIAIOTCS IPYT C IPYTOM,
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BBIIIOJHAKOT 3alaHUsA, CPaAXaroTCd C MOHCTpaMH M IMOJYYarOT OIIBIT. 3a YAOBOJBCTBUC OHH ILJIATAT:
IMMOKYIArT JUCK, OINIAYHMBAIOT a0OHEMEHT WJIU Hpno6peTa10T KaKucC-TO OIILHH.

Bce atu cpencrta uayT Ha MOAJEP)KAHHE M PAa3BUTHE UTPHI, a TaKKe Ha caMmy Oe30MacHOCTh:
COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPHU3AlMM, BBIIYCKAIOTCA HOBble MaTyd (UUQPOBBIEC 3aIUIaTKU Ui
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOZ[O6HBIX HUrpax CTouT OIIaCcaTbCsa HC CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJsi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3AlUN OOJILIINHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO UI'POBOI'0 AKKAYHTA!

1. Ecnm npyroii urpok BeaeT cedsl II0X0 WM CO3/1aeT TeOe HENPUATHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;

2. Tloxamyiics agMHHUCTpaTOpaM HWIPHl HA TUIOXO€ MOBEJCHHE ATOT0 HIPOKA, JKEIATEIHBHO

IIPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBaii muunyro nHopMaIuio B mpogaiiie urpsl;

YBaxail Ipyrux y4acTHUKOB II0 UIPE;

He ycranaBnuBaii HeopumanbHbIe TATYM U MOJIBI;

Hcnosnp3yi CII0KHBIE U pa3HbIE TApOJIH;

Jlaxxe BO BpeMs1 UTPbl HE CTOUT OTKJIKOYaTh aHTUBHUpPYC. 110Ka ThI Urpaemns, TBOW KOMIIBIOTED

MOTYT 3apa3HTh.

No ko

Duuiunz unu Kpasica 1u4HblX OAHHbBIX

OObBIYHOM Kpa>1<el71 ACHET U JOKYMCHTOB CCrOJHSA Y7K€ HHUKOI'O HE y,Z[I/IBI/IfI_HB, HO C pPa3BHUTHECM
I/IHTepHCT-TeXHOHOFI/If/'I 3JIOYMBIIIJICHHUKH TMEPEMECTUIIMCh B HHTCPHCT, W MNPOJOJIKAIOT 3aHMMATbCA
«TIOOMMBIM» JCIIOM.

Tak mosiBUIack HOBasl yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TJ1aBHas LeNIb KOTOPOTro
COCTOMT B TOJYYCHWH KOH(MICHIMAIBHBIX TAHHBIX IIOJIB30BaTeNleli — JIOTMHOB W mapojei. Ha
aHrMicKkoM s3bike phishing ynraercs kak guuuHr (ot fishing — psIOHas 0B, password — maposib).

OcHOBHBIE COBETHI IO 60pbOE ¢ HYUITMHTOM:

1. Cnenm 3a cBouM akkayHTOM. Eciu Tl mojo3peBaeliib, 4TO TBOS aHKETa Oblila B3JIOMaHa, TO
HE00X0MMO 3a0JIOKMpPOBAaTh €€ M COOOUIMTh aJMUHHCTpaTopaM pecypca 00 3TOM Kak
MO>HO CKOpee;

2. Hcnonp3yii Oe3onacHble BeO-caliThl, B TOM 4YHCIE, WHTEPHET-Mara3MHOB M MOUCKOBBIX
CUCTEM;

3. Hcnonb3yil crnoxxkHble M paszHble mapoiu. Takum oOpa3zom, eciau TeOs B3JIOMAlOT, TO
3JIOYMBIIUIEHHUKHU MOJyYaT JOCTYN TOJIBKO K OJHOMY TBOeMY HpO(UIII0 B CETH, a HE KO
BCEM,;

4. Ecnu Tebs B3moMalu, TO HEOOXOAMMO IMpPEeAyHnpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE

no0aBiieHbl y T€OS B JPYy3bsAX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHH

OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (DUIIMHTOBBIE CalThI;

VYcranoBu HagexxHbId apoib (PIN) Ha MoOMIBHBIH TenedoH;

OTKJTI0YM cOXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbiBail (aitnbl U Apyrue BIOXKEHUS B MHUChbMax JaXe €ClId OHU MPHUIUIM OT TBOUX
npy3eit. Jlydine yTouyHu y HUX, OTIPABIISLINA JIU OHU Te0e 3T (aiiiibl.

oo
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Hudgposasa penymayusn

LludpoBas pemyranusi - 3TO HEraTWBHAs WM TO3UTHUBHAs HMHQPOpPMAIMs B CeTH O Tebe.
Komnpomerupytommas nHpOpMaius pa3MelieHHasi B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM OTPa3UThCs
Ha TBOeil peanbHOU >xu3HH. «LludpoBas pemyramus» - 3TO TBOM MMHIK, KOTOPBIH (GOpMHUpYyeETCsS U3
uHpopmanuu o Tebe B HHTEpHETE.

TBoe MecTo XHTENbCTBA, Yy4eOBl, TBOE (MHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX — BCE ITO HAKAIUIUBAETCS B CETU.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MyOJMKAlMU JUYHOW WHPOpMaIuu B
WuTepHere, HE MOHMMAs BO3MOXHBIX MOCHEACTBUN. ThI Jake HE CMOXKEUIb JOraJaTbCsi O TOM, 4YTO
dororpadus, pazmeLIeHHas 5 JIeT Ha3a[, CTaja IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienne TBoux (potorpaduii u Apyrue AeHCTBUS MOTYT HE UCUYE3HYTH Jaxe
1ocje TOro, Kak Thl MX yJaJlulib. Thl HE 3HACIIb, KTO COXpaHWJI 3Ty MH(opMaIuio, rnomnajga Jd oHa B
IIOMCKOBBIE CUCTEMbI M COXPAHMJIACH JIM OHA, a IJIaBHOE: 4TO NOAYMAIOT O TeOe OKpy’Karollee JIOMH,
KOTOpbIE HAWAYT W yBUIAT 3T0. HaliTu uH}opManuio MHOro JeT CHycTs CMOXET J00i — Kak u3
TOOPBIX MOOYKIIEHHH, TAK U C HAMEPEHUEM MTPHYUHHUTD BPE. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTauu:

1. Tlomymaii, npexne uyeMm 4To-TO NyONMKOBaTH M IepedaBath y cebs B Onore wid B
COIIMATLHOM CETH,

2. B mnacrpoiikax npoduis yCTaHOBM OrpaHMYEHHUS HA IPOCMOTP TBOEro MHPOQHIS U €ro
COJIEP’KUMOT0, CIIEJIall €ro TOJIBKO «JUIsl IpYy3€ei»;

3. He pa3memaii u He ykas3biBail MH(OpPMAIMIO, KOTOpas MOXKET KOro-iu0o OCKOpOJISTh MU
0o0nXaThb.

Aemopckoe npago

CoBpeMeHHbIE IKOJIBHUKH — AaKTHUBHBIE TMOJIb30BaTeNM HUGPPOBOro mpocTpancTBa. OmHaKo
Jalleko HE BCE 3HAIOT, YTO MOJb30BaHHE MHOTMMH BO3MOXKHOCTSIMH IM(POBOro Mupa TpeldyeT
cOOJTI0/IEHUS TPAB Ha UHTEJUICKTYJIbHYIO COOCTBEHHOCTD.

TCpMI/IH CHMHTCJIJICKTYaJIbHad COOCTBEHHOCTE)» OTHOCHUTCS K pa3iiMYHbIM  TBOPCHUAM
YCJIOBCYCCKOI'0 yMa, Ha4YuHass C HOBBIX H306peTeHHﬁ 1 3HAKOB, 0603Ha‘-IaIOIJ_[I/IX COOCTBEHHOCTh Ha
MNpOAYKTBI W YCIYyru, MU 3aKaHYWBass KHUTaAMU, q)OTOFpaq)I/IflMI/I, KI/IHO(l)I/IJ'II)MaMI/I U MY3bIKaJIbHBIMU
MMPONU3BCACHUSAMU.

ABTOpCKHE TIpaBa — 3TO MpaBa Ha MHTEJUIEKTYalbHYIO0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpaTypbl U HUCKYyCCTBa. ABTOpCKHE TIpaBa BBICTYHAlOT B KadyeCTBE TapaHTUU TOrO, YTO
MHTEJUIEKTyallbHBI/TBOPUECKUN TpyJZ aBTOopa He OyneT HampacHbIM, JacT €My CIpaBeaIHBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOEro TPY/la, MOIYYUTh W3BECTHOCTHh U Ipu3HaHue. Hukro
0e3 paspelieHusi aBTopa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEACHUE, PACIIPOCTPAHSATH, MyOJINYHO
J€MOHCTPUPOBaTh, IMpoJaBaTh, HMIIOPTUPOBATh, IYCKaTb B TPOKaT, IyOJUYHO HCHOIHSITD,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniats B IHTepHeTe.

Hcnonb30BaHue «IHPATCKOTO» MPOTPAaMMHOTO OOECHeueHHs] MOXKET MPHUBECTH K MHOTUM
pUCKaM: OT TMOTepH [JAHHBIX K TBOMM akKKayHTaM J0 OJIOKUPOBKM TBOETO YCTPOMCTBa, TJe
YCTAHOBJICHHBII He JerajipHas nporpamMma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYET JIETalIbHBIE U
OecriaTHbIE IPOTPaMMBbl, KOTOPbIE MOXKHO HAlTH B CETH.
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O nopmane

CereBuuoK.p( — TBOH IJ1aBHBIA COBETYHK B CETU. 3J1€Ch Thl MOXKEIb Y3HATh O OE30MacCHOCTH B
CCTU MOHATHBIM U JOCTYIIHBIM SA3BIKOM, a4 IIPU BO3HUKHOBCHUU Kpnanecxoﬁ CUTyallun 06paTI/ITLC$I 3a
COBETOM. A Tak)Ke MPUHATH y4acTHUE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM IPaK TAHUHOM !

UHPOPMALUOHHAR
~ BE3OMACHOCTb
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